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As the convenience and functionality of online commerce continues to rise, so to do the risks. 
Viruses, worms and other forms of malicious software are increasingly a threat to organizations 
who want to take advantage of the promise of opening private networks for anywhere, anytime 
access to employees, partners and customers. To protect against identity theft, loss of data 
integrity, network downtime, loss of productivity and other threats, companies are seeking ways 
to mitigate and manage the risks involved.  
 
The device an end user employs to access corporate data plays an important role in the 
mitigation and risk management when bringing services online. Secure the endpoint and many of 
the threats are removed.  
 
Network Access Protection for Windows Vista™ and Windows Server™ “Longhorn” is a platform 
technology designed to provide the ability to protect networked assets from unknown clients by 
enforcing compliance to network access and security policies, determining access based upon 
validated health state, and coordinating endpoint remediation services to ensure ongoing 
compliance.   
 
PORTWISE 4.5 AND MICROSOFT NETWORK ACCESS PROTECTIO N 
 
PortWise 4.5 in combination with Microsoft Network Access Protection offers customers a 
comprehensive solution for enforcing network access health requirements regardless of 
enforcement mechanism, client agent configuration, or remediation services and infrastructure.  
 
The PortWise 4.5 platform provides a broad range of technology by integrating with Microsoft 
Network Access Protection. The complete solution platform delivers network access, strong 
authentication, real-time notification (triggers, alerts, alarms), audit reporting, and session clean 
up.  
 
Together, Network Access Protection and PortWise 4.5 offer the widest available solution set for 
heterogeneous environments of any network access and identity management solution—allowing 
customers to leverage existing investments in network hardware, access and authentication 
solutions, client security, policy management, reporting, auditing, and session clean up. 
Customers can now confidently integrate employees, partners and customers with secure access 
to business critical applications. This is vital for any business or organization bringing services 
online.  
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Figure 1.  PortWise and Microsoft Network Access Pr otection Common Architecture 
 

 
 
PortWise and Microsoft Network Access Protection is illustrated by the diagram in Figure 1. Here 
is how it works:  

 
1. When a user connects to the PortWise 4.5 Access Point the PortWise NAP Agent will be 

initiated and is asked to provide the current client health status.  
2. The PortWise NAP Agent sends the health status to the PortWise Access Policy Service, 

through the PortWise Access Points, which then sends the request using RADIUS to the 
Network Policy Server.  

3. The Network Policy Server validates the client health status against the policy set and 
then notifies the PortWise Policy Service of the results. 

4. Based on the results, the PortWise Policy Service determines which device security 
domain the device will be placed in and asks the user to authenticate. 

5. Based on the result of the end user authentication, the device security domain and 
additional policy settings in the PortWise Policy Service, the determination is made for 
what the user may or may not access. 

 
The Remediation Services are used in scenarios where the Network Policy check determines 
that, for instance, an upgrade is needed on the client. In this case, the PortWise Policy Service 
will limit the access to only the remediation services and to applications that are to be accessible 
even though the device is in a remediation domain status. 
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The PortWise and Microsoft integration empowers companies to secure the end point seamlessly 
for employees, partners and customers enabling secure online collaboration and protected 
business transactions.   
 
Delivering an integrated, turn-key solution is necessary for the adoption of secure devices as well 
as providing a solution that delivers the highest usability possible. A complex solution for the 
administrator and the end user will result in security breaches.  
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With the PortWise and Microsoft integration, companies can now take back control over the 
online collaboration and deliver a solution that is fitted to the need of the business, moving IT 
security from an inhibitor to an enabler. 
 
For security staff the PortWise and Microsoft integration enables control and the ability audit at 
any time. When security threats arise they are automatically managed and security staff can act 
on them in real time or after the fact.  
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General availability of PortWise 4.5 and Microsoft Network Access Protection  
 
The full functionality of Network Access Protection will be available as part of the next version of 
Windows client and server releases codename “Longhorn”. Support is also planned for Windows 
XP and Windows Server 2003. Support in PortWise 4.5 will be released 1H 2006.  
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Microsoft 
 
�  Windows XP or Windows Vista 
�  Windows Server “Longhorn” 
�  Network Policy Server (Microsoft’s AAA RADIUS) 
 
PortWise 
 
�  PortWise 4.5 Enterprise Edition 
�  PortWise 4.5 NAP Option 
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About Microsoft and Network Access Protection, please visit: 
http://www.microsoft.com/nap or email asknap@microsoft.com 
 
About PortWise and Network Access Protection, please visit: 
http://www.portwise.com/partner/technology/technology_listings.php or email info@portwise.com 
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