PortWise and OATH

We live in a digital world, and doing transactions in a digital world requires a digital identity. With the increase in
digital user identities comes the added threat of electronic fraud and identity theft. All of these new threats slow
adoption of open and trusted systems, and threaten to transform the way we do business. The statistics are
scary and they paint a grim picture of users being wary of doing transactions online due to the risks. In order to
protect and safeguard end users, whether internal or external, enterprises must deploy identity and access
management technologies, coupled with strong, but simple to use, authentication. Only then will users feel safe
in conducting business online.

PortWise is working with vendors, customers and other industry-leading organizations within the Open
Authentication (OATH) initiative (http://www.openauthentication.org/) to empower organizations, enterprises and
end users with fully interoperable solutions in the Identity Management and Strong Authentication areas.

What is OATH?

OATH is an initiative created by multiple organizations that has defined the Open Authentication Reference
Architecture, based on primarily existing standards. The architecture is aimed at ensuring that digital identities
can be provisioned, used and validated by disparate software and hardware platforms. With OATH-enabled
technology, organizations can seamlessly use solutions from different vendors in coexistence and let the
organization focus on the adoption and deployment of strong authentication to ensure end user trust, thereby
taking full advantage of the promises of the Internet and online commerce.

OATH is a broad initiative and provides a common architecture for different solutions from tokens (such as SIM
cards and hardware tokens), PKI smart cards and mobile services to provisioning solutions.

—oath:-

initiative for open authentication

The key objectives for OATH are:
Drive development of low cost, multi-function, strong authentication solutions
Enable mobile devices, such as cell phones and PDAs, to be used as strong authentication devices
Drive adoption of strong authentication in network end points
Drive the integration of strong authentication into application development and identity management
platforms
Drive adoption of strong authentication in packaged applications
Interoperability between vendors and systems

OATH coordinating and contributing members include companies such as AOL, AudioSmartCard, GEMPLUS,
IBM Tivoli, SafeNet, Verisign, Aladdin, BMC Software, Citrix Systems, and PortWise.
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PORTWISE SOLUTION OVERVIEW

How does PortWise support the key objectives of OAT H?

The PortWise platform is fully compliant with the OATH reference architecture and PortWise endorses the
development and adoption of interoperable solutions enhancing ease of use for end users.

The PortWise platform supports the key objectives of OATH by:
Empowering organizations to deploy strong user authentication with mobile devices, by using the PortWise
Authentication Service and PortWise Mobile ID platform. PortWise is the leader in using mobile devices as
strong authentication technology, lowering costs and promoting deployment of strong authentication to end
users and enterprises.
Providing standardized interfaces to network equipment by using technologies, such as RADIUS, that plug-
and-play enabling existing infrastructures to take full advantage of strong authentication.
Providing federated |dent|t|es provisioning and other identity management features that are stand-alone or
can be fully integrated with 3" party solutions.
Including a rich set of APIs, which application developers can take full advantage of when enabling
applications for strong authentication, federated identities and reduced sign-on.
Using components that are based on standardized APIs and open technologies, ensuring interoperability
with other OATH-enabled solutions.

For more information about PortWise solutions visit www.portwise.com.
Email: info@portwise.com | sales@portwise.com
Phone: 650.472.3582




