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Introduction

PortWise and Oracle 10g products integrate seamlessly together for maximum user productivity and ease of
use. By receiving attributes for authorization and provisioning from the Oracle Server, setup of PortWise
becomes quick and easy. For administrators, setup has never been easier and requires very little overhead to
manage remote users.

Product Benefits

There are several benefits to integrating the PortWise secure application access product with Oracle 10g
including:

Integrated administration and user provisioning: PortWise gains the integrated administration and
user provisioning from Oracle. Large enterprise companies can use one tool for all user administration.
Secure application access: The combined solution enables PortWise and Oracle to give Secure
Application Access for enterprise customers. This includes web based applications, native client sever
application, mainframe applications, and custom built applications.

Easy deployment: With one tool companies can easily deploy new applications and users, speeding up
delivery of critical applications to users.
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Product Description and Architecture
Detailed in this section is a description of the PortWise and Oracle products and how they work together.

PortWise Products — Standard Deployment

The PortWise product family is divided into four areas. The diagram below depicts a standard installation
diagram.
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Access Point

The Access Point server is the “front end” SSL VPN access server. It provides secure connections for any
incoming client. If the internal application requires client server connections, for example for an exchange client,
the access point will push out a Java or ActiveX client to the remote device.

Standard web servers are transparently shown to the user. If internal authentication is required, the Access Point
will provide Single Sign-On seamlessly for the user.

The End-Point-Security validation on-demand client comes on request from the PortWise Policy service. It
handles all authorization decisions and provides backend support for authorization templates.

Policy Service

PortWise Policy service is a scaleable policy engine. It delivers dynamically generated authorization decisions
from session information such as username, group membership,

End-Point-Security results, authentication methods, and time/date expressions. When more information is
required to approve a decision, the policy engine will challenge the user and ask for more information.
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Authentication Service

The PortWise Authentication Service is compliant with OATH (Open Authentication initiative) standards.
Therefore, any RADIUS client can connect and leverage the policies for user authentication. PortWise provides
multi-factor authentication methods, which are described below.

PortWise Password — Simple username/password method. Passwords are automatically validated by the
directory server.

PortWise Web — Advanced username/password method. A soft token is automatically downloaded from the
server during the authentication. The password is then entered in a way that key loggers cannot intercept
credentials.

PortWise Mobile Text — A two factor authentication method. It uses PortWise Password in combination with
sending a One-Time-Password (OTP) to a pre-registered device. PortWise supports mobile phones, Blackberry
handhelds, pagers and any other device that can receive a text message. All the devices settings are
synchronized from the directory server.

PortWise Personal Token - A two factor authentication method. This method

leverages the infrastructure of personal devices. Mobile phones, Blackberrys, PDAs,

Palms and other devices that can install software can be used. The soft tokens support authentication, challenge
response and number signing. It is the perfect token for consumer audiences such as online banking
environments.



Administration Service

PortWise provides one integrated web interface for all product and user administration. The solution also
delivers built in functions for delegated management.

PortWise Feature Summary

PortWise provides a complete platform for Secure Application Access. It has a robust and highly scalable design
and each component can be installed multiple times to provide a fault tolerant and redundant solution.

PortWise has built in support for End-Point-Security assessments and multi factor user authentication that
provides a dynamic authorization decision. Secure encrypted session handling for multiple devices and on
demand clients deliver an industry leading remote application access solution.



PortWise and Oracle Product Integration

In this first step PortWise will work seamlessly for Oracle users when they are provisioned or added to the
Oracle Internet Directory. For Single Sign-On we use SAML to exchange the valid user identity. PortWise
authentication methods can be configured to be used by Oracle Access solutions.

Network Overview Diagram
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Synchronization and Authorization

Oracle COREid Access and Identity has functions to manage users in the Oracle Internet Directory (OID). It
adds, removes and modifies the users, user attributes and groups. It is also recommends to the user Oracle
COREid Provisioning to create the users with group information in the OID directory. PortWise Policy Service
automatically synchronizes the required users, groups and user attribute values when required for authorization
decisions. In the same way, PortWise Authentication service synchronizes the user attributes required for user
authentication.

Single Sign-On

To provide seamless Single Sign-On as a user experience, PortWise has built in support for credential replay. It
is also recommended to use the SAML interface for accessing the information in the Oracle COREid Federation
solution.

Authentication

Oracle 10g also has support for RADIUS authentication. This enables the use of PortWise’s advanced multi
factor authentication methods.



Integration Points

Design

The key to integration between PortWise and Oracle is using the Oracle Internet Directory server as an
interface. COREid administrates and provisions the users, groups and all other information to the OID. PortWise
automatically synchronizes the new information and enrols users or applies the rules accordingly.

User Administration

Oracle COREid Access and Identity is leveraged to manage users, groups and objects in the Oracle Internet
Directory (OID). These settings automatically affect the users accessing PortWise. The authorization engine in
PortWise approves or denies access according to the information in the OID. This is done the next time a user
logs in to PortWise or when the authorization rules are processed.

Delegated Administration

The functions for delegated administration are provided by the Oracle COREid Access and Identity. It is an
important tool for more complex environments where users are added and removed frequently.

User Provisioning

A workflow can be used with COREid Provisioning. This ensures that the users are created with approval steps
and enrolled to all systems. A user can be provisioned to PortWise using this Oracle product.

Search for User

By creating different search options PortWise can enrol different types of users depending on where the user is
located in the directory and what attributes are associated.



Directory Attributes Used

Below are the default values for users:
- Objectclass = person
Username = cn
Full name = sn
E-mail = malil
Phone number = telephoneNumber
Directory password — PortWise directly validates the password to the directory

For groups the following information is required:
Objectclass = groupofuniquenames
Groupname = cn
MemberAttribute = unigueMember

In addition to these attributes all other identifiers associated with a user can be leveraged by the PortWise
authorization engine.

Normally usage is to provide advanced access control using PortWise End-Point-Security.
EPS settings MAC addresses
PortWise specific attributes
Multiple groups



PortWise Authentication Methods and Oracle 10g

PortWise also has the capability to provide multi factor authentication following the OATH (Open Authentication
alliance, www.openauthentication.org) standard.

PortWise Password

This authentication method can be employed when a user has a directory password. It is a simple one factor
Username/Password method.

PortWise Web

The PortWise Web method requires one additional attribute on the user object. It is the password in encrypted
format.

PortWise Mobile Text

The PortWise Mobile Text is a username and password, together with a text to a mobile phone or a pager
gateway. This is the simplest way to ensure a two factor authentication method. No additional attributes are
required.

PortWise Personal Tokens

PortWise also supports soft tokens as a two factor authentication method. PortWise solutions are OATH
compliant and can be installed on mobile phones, PDA’s, Blackberry’s and laptop computers. This method
requires one additional attribute on the user object. It is the password in encrypted format.

Technical configuration

This section provides a detailed view of the technical steps required to configure PortWise 4.0 and Oracle 10g
with Oracle Internet Directory (OID).

Environment

Oracle 10 g was installed on Windows2000 server with default configuration
PortWise 4.0 was installed on Windows2000 server with default configuration

Configuration Steps
The diagrams below provides a detailed view of the information required at each step in the configuration
process for PortWise 4.0 and Oracle 10g.
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OID Server Configuration

List of all directory servers configured with PortWise
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Main OID Settings

Parameters on this page are the settings to connect to the directory
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Search Rules

Overview of the search filters for users and groups. PortWise doesn’t have any restrictions on how many search
locations the customer uses.

13



User Search Filter (detailed view)

The parameters to find a user — start point, object class and userID name. PortWise can also specify additional
filter parameters.
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Group Search Filter (detailed view)

The parameters to find user groups — start point, object class, group name and member attribute. PortWise can
also specify additional filter parameters.
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User Groups — Search Result

Groups found in the OID
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Adding a New User

PortWise can search for users and enable them directly by leveraging OID. The users are already provisioned
and added and then automatic synchronization rationalizes the details.
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Automatic Synchronization with OID

PortWise automatically synchronizes users from OID
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Test Authentication with Automatic User Synchronization

Select “PortWise Password”, which will use the directory password
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Login Dialog Window

Enter a username and password of an existing user in the OID

20



PortWise Application Portal

Front end of PortWise portal where only the OWA is enabled

Integration has been completed.

Summary

This guide was created to detail the PortWise and Oracle 10g products and show how they integrate seamlessly
together for maximum user productivity and ease of use. For more information on PortWise and Oracle 10g
integration, visit www.portwise.com.

For additional information about PortWise,
its products, or to find the location of an
office near you, please visit our website at
www.portwise.com.

Email us at info@portwise.com.
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